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1	Decision/action requested
Please discuss the recent research papers referenced in this document. 
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3	Rationale
There are three papers [1,2,3] on LTE security published in USENIX Security, August 10-12, 2022. Although those papers are implemented and tested in LTE, they are also relevant to 5G security. Therefore, SA3 should discuss them and decide if anything needs to be done.  
In [1], an adversary can identify the title of the video the victim is watching and makes the victim UE generate loud noise (presidential alert) by exploiting the exposed information (DCI, PCDP) and sigover (unicast version). 
In [2], the authors present an LTE negative testing framework, namely DOLTEST. Based on thorough specification analysis, the authors generate the negative test cases and test them against 43 devices from 5 different baseband manufacturers. They uncovered 26 implementation flaws.
In [3], an attacker can calculate UE location by sniffing downlink and uplink information between a UE and a base station, particularly the time of arrival of uplink messages and the contents of timing advance commands. The contribution from this paper is that it can improve the accuracy of location estimation with less than 6 meter of error in 90% of cases. 

4	Detailed proposal
Although those papers are implemented and tested in LTE, the issues are also relevant to 5G. Therefore, it is suggested that SA3 discuss those papers and decide if anything needs to be done to address those issues in 5G. 
More specifically, we can discuss if downlink control information needs to be protected and how, and if it is useful to work on a negative testing framework, as presented in [2]. 
